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Executive Summary  

This document presents a Strength, Weakness, Opportunity, Threat (SWOT) analysis as a 

step towards the development of a systematic Knowledge Management (KM) framework 

for European radiation protection (RP) research.  Here, KM is the process of systematically 

capturing, identifying, organizing, disseminating, exploiting and preserving knowledge to 

improve effectiveness, innovation, and decision-making both internationally and at the 

level of the Member States.  

The analysis identifies significant Strengths within the RP community, such as robust 

multidisciplinary collaboration including social sciences and humanities (exemplified by the 

PIANOFORTE Partnership), active involvement of research and educational institutions, 

established shared infrastructures (such as STOREDB 1 and AIR2D2 2), shared initiatives in E&T, 

structures to assure optimal flow of knowledge to stakeholders, and strong direct 

engagement with policymakers and external stakeholders. Despite these strengths, the field 

faces substantial Weaknesses. These include the limited use of existing data-sharing 

platforms due to cultural barriers, a persistent fragmentation and low prioritization of KM 

compared to immediate scientific outputs, and failure to durably attract young scientist to 

the field thus threatening the continuity of expertise. Operationally, KM systems are often 

inconsistent or absent across institutions, hindering harmonization. The analysis reveals 

major Opportunities to leverage the current state; AI and big data can evolve KM into an 

active decision-support system.  Additionally, demands from new nuclear and medical 

technologies, as well as EU policies emphasizing Open Science and FAIR data principles 

provide opportunities for the development of structured approaches to KM. Stronger 

synergies with other European projects and the ability to anticipate new legislative 

developments offer clear avenues to increase the system's relevance and utility. Finally, the 

study highlights critical Threats, including the structural instability caused by unpredictable 

funding, which de-prioritizes KM. Much of the innovative RP work is conducted within short-

term projects, creating a persistent risk of knowledge loss when these initiatives conclude. 

 
1 https://www.storedb.org/store_v3/  
2 https://www.concert-infrastructures.eu/  

https://www.storedb.org/store_v3/
https://www.concert-infrastructures.eu/
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These challenges are compounded by a greying expert pool, putting invaluable, often tacit, 

expertise at risk of being permanently lost as senior researchers retire. Finally, the external 

risk of AI misuse and data security vulnerabilities undermine the long-term sustainability of 

the knowledge base.  

 

Currently, RP research lacks a systematic approach to address these continuity and 

knowledge transfer issues. By systematically assessing these internal and external factors, 

this SWOT analysis provides a targeted understanding of the existing gaps and resources, 

serving as the essential foundation for developing a coordinated, efficient, and resilient KM 

system aligned with the strategic needs of the European RP research community.  
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Acronyms and abbreviations 

AI  Artificial Intelligence  

ALLIANCE  European Radioecology Alliance  

CORDIS  Community Research and Development Information Service    

E&T  Education & Training   

EU  European Union  

EURADOS  European Radiation Dosimetry Group  

EURAMED  European Alliance for Medical Radiation Protection Research  

FAIR  Findable Accessible Interoperable Reusable  

HERCA  Heads of the European Radiological protection Competent Authorities  

IAEA  International Atomic Energy Agency  

ICRP  International Commission on Radiological Protection  

KM  Knowledge Management  

MELODI  Multidisciplinary European Low Dose Initiative  

MEENAS  MELODI, EURADOS, EURAMED, NERIS, ALLIANCE, SHARE (see individual acronyms)  

NEA  Nuclear Energy Agency  

NCRP  National Council on Radiation Protection and Measurements  

NERIS  European Platform on preparedness for nuclear and radiological emergency 
response and recovery  

NGO  Non-Governmental Organisation  

RP  Radiation Protection  

SDG  Sustainable Development Goal  

SHARE  Social sciences and Humanities in ionising radiation REsearch  

SMR  Small Modular Reactor  

SWOT  Strengths Weaknesses Opportunities Threats  

UNSCEAR  United Nations Scientific Committee on the Effects of Atomic Radiation  

  



 
 
 

 
page 5 of 26 

 

Deliverable D6.8 

1 Introduction 

Radiation protection plays a crucial role in mitigating the risks associated with ionizing 

radiation and the presence of radioactive materials, while enabling their safe use in various 

applications, including industrial processes, the nuclear sector, and medical practices. 

Effective management of knowledge in radiological protection is critical for ensuring safety, 

regulatory compliance, and the long-term sustainability of radiation-related practices.   

However, compared to research areas that are perceived to have a more immediate impact 

on economic growth, such as information technology, physics, nuclear chemistry, and 

medicine, radiation protection is often regarded as a supplementary discipline, not inherently 

innovative or directly profitable. As a result, the field experiences a lack of sustained, 

systematic funding, with much of the innovations occurring within short-term, project-based 

initiatives.  

Maintaining knowledge after projects end and ensuring that results obtained are passed-on 

from one initiative to the next is essential to maximize impact and optimize the use of 

resources. This is particularly relevant given that the pool of experts in the field is greying, with 

a significant number of experts approaching retirement, putting their accumulated knowledge 

and experience at risk of being lost. Therefore, it is vital to take proactive steps to avoid loss 

of knowledge and experience.   

Furthermore, knowledge developed through radiation protection research should not only be 

preserved and transferred within the research community: it is equally important that it 

effectively reaches the stakeholders who can benefit from it, such as regulators, practitioners, 

and other users.  

Currently, there is no sufficiently systematic approach to knowledge management in European 

radiation protection research (including E&T capabilities and infrastructures available), to 

address these issues. This document, published by the EU project PIANOFORTE, introduces a 

SWOT analysis of knowledge management in radiation protection research as a critical first 

step towards the development of a systematic knowledge management framework for 

Europe.  
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Enforcement of a systematic approach to knowledge management in European radiation 

protection research offers significant prospects for both the research community and society 

at large. By providing structured processes and shared infrastructures for capturing, 

organizing, and disseminating information, such a system ensures that research findings, best 

practices, and lessons learned are readily accessible and effectively communicated to all 

relevant stakeholders. This maximizes the impact of research investments by promoting the 

uptake of new knowledge into, for example, radiation protection policies and regulations, 

both at the European and national levels, and clinical practice.   

An effective knowledge management system can also facilitate optimal use of and access to 

existing shared research infrastructures, enabling researchers across Europe to collaborate 

more effectively and make the most of the available resources. In addition, it can contribute 

to coordination of joint efforts in the field of E&T, while at the same time incorporating lessons 

learned through these efforts.   

Ultimately, a coordinated knowledge management system will enhance the efficiency, 

visibility, and societal value of radiation protection research and will contribute to evidence-

based implementation of European policies.  

1.1 Definitions and examples  

For the purpose of this document, we define knowledge to be the comprehensive collection 

of facts, established principles, concepts, skills, and practices within the field of European 

radiation protection research. It includes, but is not limited to, the foundational knowledge 

base for that field, outlining what professionals need to know and be able to do, and is often 

used to guide education, professional development, and accreditation within that profession.  

In the context of European radiation protection research, Knowledge Management is defined 

as the process of systematically acquiring, identifying, organizing, disseminating, using and 

preserving knowledge to improve effectiveness, innovation, and decision-making both 

internationally and at the level of the Member States. In the context of PIANOFORTE, KM is 

defined as a structured and strategic approach to capturing, organizing, sharing, and exploiting 

the knowledge generated throughout the project lifecycle as well as to knowledge generated 
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in EU projects preceding and running simultaneously with PIANOFORTE. This benefits not only 

the project partners, but also the stakeholders not directly involved in the project consortium, 

including stakeholders involved in other EU efforts such as the SAMIRA Action Plan or the EU 

Green Deal.  

Effective knowledge management ensures that insights, data, and best practices are 

preserved beyond the project’s lifetime, supporting its long-term impact and fostering wider 

dissemination to stakeholders, practitioners and policymakers. This maximizes the impact of 

radiation protection research on quality of life in the EU as well as competitiveness and 

security.  

In practice, KM in radiation protection research can involve a variety of activities and tools. 

Examples include the development and maintenance of shared (digital) repositories where 

research data, publications, protocols, and training materials are stored and made accessible 

to the community, such as the existing STOREDB 3, IAEA4 and NEA5 databases or the CORDIS6 

repository. Workshops, webinars, and expert networks can help capture knowledge and foster 

ongoing exchange between experienced researchers and newcomers to the field, thus 

counteracting the loss of expertise that follows from the retirement of senior experts. 

Structured documentation practices, including those for storage of metadata, help to ensure 

that information remains clear and usable over time. Additionally, tools for mapping expertise 

and research infrastructure (such as the existing AIR2D2 database) can help match users with 

available resources and connect those seeking guidance with relevant experts. Together, 

these KM activities and tools contribute to a more cohesive, efficient, and innovative 

European radiation research landscape.  

As a starting point for the development of a shared European KM system for radiation 

protection research, a SWOT analysis was carried out that provides a structured framework 

for evaluating the current situation. By systematically identifying the strengths, weaknesses, 

opportunities, and threats related to KM in European radiation protection research, with 

 
3 https://www.storedb.org/store_v3/  
4 https://www-nds.iaea.org/ 
5 https://www.oecd-nea.org/jcms/rni_6525/data-bank and https://www.oecd-nea.org/ldr/ 
6 https://cordis.europa.eu/ 

https://www.storedb.org/store_v3/
https://www-nds.iaea.org/
https://www.oecd-nea.org/jcms/rni_6525/data-bank
https://cordis.europa.eu/
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particular focus on PIANOFORTE and its ongoing scientific projects we contribute to an 

improved understanding of what is working well and where gaps remain. This analysis helps 

to highlight existing resources and best practices that can be built upon, while also revealing 

barriers, such as fragmentation of ongoing research or lack of resources that hinder 

knowledge sharing and continuity.  Ultimately, this comprehensive assessment aims to 

contribute to the development of a KM system that is targeted to and aligned with the actual 

needs and strategic priorities of the European radiation protection research community and 

stakeholders. 
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2 SWOT Analysis 

2.1 Strengths  

 

1. Collaboration and Integration  

Existing multidisciplinary collaboration in radiation protection research spans Europe, 

exemplified by initiatives like PIANOFORTE or its predecessor CONCERT, fostering innovation 

through shared expertise. Strong integration and collaboration among the different disciplines 

of RP in Europe, as well as with a wide variety of external stakeholder groups, are supported 

and encouraged. The strong involvement of educational organisations in radiation protection 

research is fostered. As E&T is a key component of KM, this involvement is further 

strengthened by existing networks for joint E&T activities and by shared infrastructures. In 

addition, the research platforms MELODI, EURADOS, EURAMED, NERIS, ALLIANCE and SHARE 

and the umbrella platform MEENAS contribute to sustainable integration of European efforts 

and resources spent on radiation protection research.   

2. Research Capacity  

The active involvement of research and educational institutions from numerous Member and 

Associated Countries empowers the PIANOFORTE partnership to define research directions 

and to fund research projects (i.e., knowledge production, prioritization), shaping the future 

of radiation protection. This increases the capacity for production of new knowledge and 

provides a platform for the development of an integrated KM system to maximize the impact 

of this knowledge.   

3. Availability of Infrastructures   

There are robust tools and structures for education, training, and data sharing, including 

STOREDB 7 and AIR2D2 8, developed in the CONCERT Joint Programme, and various networks, 

providing a strong foundation for growth and learning. The large number and variety of 

 
7 https://www.storedb.org/store_v3/  
8 https://www.concert-infrastructures.eu/ 

https://www.storedb.org/store_v3/
https://www.concert-infrastructures.eu/
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infrastructures available are a unique tool both for E&T and for fostering cooperation between 

partners. These resources are a key element in KM.  

4. Shared Approach to E&T   

The field of RP research has a long-standing tradition of shared initiatives in E&T, both at the 

level of the research platforms and in European projects. These efforts contribute to the 

preservation of knowledge by facilitating the transfer of knowledge to early career scientists 

across Member States, using pooled resources.  

5. Comprehensiveness  

The activities conducted in European radiation protection research encompass all vital 

research domains, including social sciences and humanities, strengthening communication 

and flow of information to different audiences, building trust among a variety of stakeholders. 

The 6 European research platforms cover all identified aspects of radiation protection 

research application, each having its own strategic research agendas (SRA). Partnerships such 

as PIANOFORTE connect a wide variety of research groups in Member States, and contribute 

to structured distribution of KM.   

6. Direct Contact with Policymakers   

The direct contact with policymakers at both the European level and the level of the Member 

States facilitates the implementation of policy-oriented research results and supports 

strategic engagement. Engaging directly with policymakers not only facilitates the effective 

implementation of research outcomes but also transforms insights into impactful actions.   

7. Stakeholders Trust  

The PIANOFORTE partnership addresses all the disciplines in RP, including low dose effects, 

dosimetry, emergency preparedness, radioecology, and social sciences. A large body of 

knowledge in RP exists within PIANOFORTE. The partnership is recognized by regulators and 

international bodies such as HERCA, UNSCEAR and ICRP, in fostering credibility and 

collaboration throughout the community. PIANOFORTE has a strong connection with a wide 

range of stakeholders (regulators, European and international Organizations, industries, 

NGOs, etc.), who benefit from the knowledge and data produced by PIANOFORTE. Therefore, 
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structures to assure flow of knowledge to stakeholders are available, thus effectively and 

efficiently contributing to KM.   

8. Knowledge Diversity and Innovation Through Interdisciplinarity  

In European radiation protection research, expertise from health, environment, radiation 

physics, engineering, and social sciences is united, creating a uniquely multidisciplinary 

framework. This diversity of knowledge fosters cross-pollination of ideas and enables the 

development of innovative research results, methodologies, and solutions. By systematically 

capturing and sharing insights across disciplines, KM can transform diversity into a powerful 

driver of breakthrough innovations in radiation protection. Structured interdisciplinary 

knowledge-sharing not only makes novel insights more visible and accessible but also ensures 

that they can be integrated into evidence-based decision-making at the national, EU, and 

international levels, as it is exemplified by the recently concluded RadoNorm project9 (John et 

al. 2025).  

  

 
9 www.radonorm.eu 

http://www.radonorm.eu/
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2.2 Weaknesses  

 

1. Limited Use and Sharing of Research Data  

Although well-established infrastructures for data sharing exist, such as STOREDB 10, 

FREDERICA11, and ERA12, their use remains disappointingly limited regardless good 

cooperation at the level of EU research platforms. Many researchers are simply unaware of 

these platforms, while others hesitate to deposit data due to concerns about competitiveness, 

career development, or the potential misinterpretation of their results. In addition, the 

perceived costs and effort required for proper data curation, coupled with a lack of 

institutional or funding policies mandating open data, further discourage participation. This 

combination of attitudinal, cultural, and practical barriers means that a substantial proportion 

of valuable research outputs remain inaccessible, undermining both reproducibility and the 

long-term collective memory of radiation protection research (Madas and Schofield 2019; 

Schofield et al. 2019). This applies in particular to negative results.  

 

2. Fragmentation and Low Prioritization of Knowledge Management  

A significant challenge for sustainable KM in RP is the absence of a well-adapted and widely 

accepted systematic approach. Research subfields and communities often operate in silos, 

which limits the dissemination of results and hinders opportunities for cross-learning and 

collaborative work. In many cases, KM is deprioritized in favour of immediate scientific 

outputs or project deliverables, as observed in several EU projects. This focus on short-term 

outputs, combined with project structures that are inherently temporary, further exacerbates 

the loss of valuable knowledge once a project is completed, undermining the long-term 

sustainability of expertise and institutional memory.   

 
10 https://www.storedb.org/store_v3/  
11 https://www.frederica-online.org/mainpage.asp 
12 https://www.bfs.de/EN/bfs/science-research/effects-risk-ion/completed/era.html 

https://www.storedb.org/store_v3/
https://www.frederica-online.org/mainpage.asp
https://www.bfs.de/EN/bfs/science-research/effects-risk-ion/completed/era.html
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3. Cultural and Attitudinal Barriers  

Cultural and attitudinal factors also pose persistent challenges for sustainable KM in RP. Some 

of the researchers may still be reluctant to share knowledge due to different reasons and 

generally undervalue KM practices. As a result, lessons learned are often not systematically 

collected or disseminated. Insufficient collaboration can lead to the repetition of studies - such 

as investigations of public perceptions or stakeholder opinions - distributed within narrow 

geographic areas or limited stakeholder groups, reducing their overall impact. Public 

perception challenges, including misunderstandings of ionizing radiation or confusion with 

nuclear power, further diminish the perceived relevance of radiation protection knowledge.  

4. Engagement of Early Career Scientists  

The lack of consistent and systematic funding, coupled with research primarily taking place 

within short-term, project-based frameworks, limits the meaningful engagement of early-

career scientists to contributions in publications or specific project outcomes. Frequently, 

upon completion of a PhD conducted under such a project, there are no viable options for 

continued professional development, even in disciplines with limited links to radiation 

protection. This situation leads to a lack of systematic cultivation of qualified personnel who 

can sustain expertise and preserve long-term institutional memory, ultimately making it more 

challenging to maintain a resilient and sustainable body of knowledge within the field.  

5. Operational and Systemic Vulnerability  

Operational and systemic factors further challenge sustainable KM in RP. There is a general 

lack of systematic processes for capturing, curating, and sustaining knowledge, which leads to 

gaps once projects are completed. KM systems are often inconsistent across institutions and 

Member States (in some instances they are fully absent), complicating integration and 

coordination. Language differences and variations in data types add further complexity, 

making it difficult to harmonize and share information effectively. In addition, limited 

resources constrain the ability to maintain capacities or implement robust KM practices, 

undermining the long-term sustainability of expertise and institutional memory. 
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2.3 Opportunities   

 

1. Expanding Scope of Radiation Protection 

Several EU Member States are reconsidering or expanding their reliance on nuclear power as 

part of climate change mitigation and energy security strategies, while at the same time new 

technologies such as SMRs are advancing.  Simultaneously, in the context of the current 

geopolitical tension, a coordinated approach to emergency preparedness and civil resilience 

has become increasingly important. These developments create a growing demand for 

reliable, state-of-the-art knowledge on RP.  

In parallel, rapid progress in medical fields — including theragnostic, interventional radiology, 

advanced imaging, and radiotherapy — requires continuous updates in protection strategies 

to ensure patient, worker, and public safety. By integrating these evolving domains into its KM 

system, PIANOFORTE can act as a trusted source of up-to-date information, enabling safe 

implementation and accelerating the translation of research findings into practice.  

Incorporating nuclear and medical innovations as well as strategies for resilience and 

emergency preparedness within KM activities not only strengthens the Partnership’s 

connections with stakeholders but also significantly expands its visibility, scope, and strategic 

importance as a central knowledge hub in RP.  

2. Digital Transformation and Advanced Decision Support  

Rapid advances in AI, machine learning, big data analytics, and high-capacity storage systems 

provide unprecedented opportunities to transform KM within PIANOFORTE. These tools can 

be leveraged to:  

• Automate classification, retrieval, and curation of knowledge.  

• Enable predictive modelling and scenario analysis for radiation protection. 

• Enhance accessibility and usability of large datasets across Europe.  

Beyond improving data management, these technologies enable KM to evolve into an active 

decision-support system. By mining hidden correlations, modelling complex exposure 
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scenarios, and providing real-time insights, AI-driven KM with appropriate quality control can 

directly support regulatory and operational decision-making.  

By responsibly adopting digital and information technologies — while addressing ethical, 

security, and privacy concerns — PIANOFORTE can position itself at the forefront of digital 

transformation in radiation protection, setting new standards for modern, data-driven science 

and policy support.  

3. Policy Alignment and External Drivers for Data Sharing  

European Union frameworks, IAEA safety standards, and broader societal expectations place 

strong emphasis on Open Science, transparency, and the FAIR data principles. These external 

drivers create powerful incentives for PIANOFORTE to accelerate the development of robust 

and sustainable KM systems.  

By adopting and operationalizing these principles, PIANOFORTE can establish itself as a best-

practice model for data stewardship in radiation protection, setting standards for openness 

and accessibility across Europe. At the same time, aligning with EU policy priorities, including 

Horizon Europe strategic goals, ensures that PIANOFORTE remains eligible for funding 

opportunities, strengthens its influence in policy discussions, and reinforces its strategic 

relevance within the EU research and innovation ecosystem.  

4. Broad Stakeholder Engagement  

The relevance of PIANOFORTE’s knowledge extends across many professional fields, including 

medicine, environmental sciences, nuclear industry, civil protection, emergency management, 

and E&T. A well-designed KM system can become a central reference hub for these diverse 

sectors, enabling interdisciplinary collaboration and outreach. In addition, this broad appeal 

offers opportunities to attract new partnerships and additional funding streams from varied 

communities.  

5. Synergies with Other European Projects  

Other initiatives, such as the EURAD13 partnership on radioactive waste management, have 

advanced KM platforms, data portals, and stakeholder engagement practices. PIANOFORTE 

 
13 https://www.ejp-eurad.eu/ 

https://www.ejp-eurad.eu/
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can build on these experiences, aligning approaches to ensure compatibility and avoiding 

duplication. Strengthening interoperability across EU research projects would foster a 

cohesive European KM ecosystem, increasing efficiency and mutual learning.  

6. Anticipating Legislative Developments  

New EU and national legislation, such as radon provisions in the Basic Safety Standards 

Directive, creates new demands for data collection, analysis, and dissemination. PIANOFORTE 

can anticipate such needs and position its KM system as a support tool for regulatory 

compliance and policy implementation, thereby increasing its utility and policy relevance.  

7. Contribution to Global Policy Agendas  

KM activities within PIANOFORTE support multiple United Nations SDGs:  

• SDG 3 (Good Health & Well-Being): radiation safety in medicine and environmental 

monitoring.  

• SDG 7 (Affordable & Clean Energy): safe nuclear energy applications.  

• SDG 9 (Industry, Innovation, Infrastructure): fostering innovative radiation protection 

solutions.  

• SDG 13 (Climate Action): safe use of nuclear energy in climate mitigation strategies.  

Explicit alignment with the SDGs enhances the global legitimacy of PIANOFORTE and opens 

additional channels for visibility and funding.  

8. Societal Benefits, Relevance and Transparency  

The knowledge generated in European radiation protection research and in particular within 

PIANOFORTE extends well beyond academic research, delivering tangible benefits for public 

health, environmental protection, industrial safety, and civil protection. A structured KM 

system ensures that these outcomes are effectively translated into evidence-based policies 

and standards, such as improved protection guidelines, enhanced emergency preparedness, 

and better risk communication. The ongoing development of a Strategic Research and 

Innovation Agenda provides opportunities to address the development of a structured system 

for KM.   

By emphasizing its direct contributions to societal well-being, PIANOFORTE reinforces its 

relevance and credibility, building public trust and securing broad stakeholder support. At the 
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same time, increasing societal and political expectations for openness, transparency, and FAIR 

data create an opportunity for PIANOFORTE to position itself as a trusted and responsive 

knowledge hub. Meeting these demands will not only strengthen stakeholder engagement 

but also ensure the long-term sustainability and visibility of the partnership.   
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2.4 Threats  

 

1. Shortage of Qualified Expertise and Institutional Knowledge Loss  

Sustainable KM in RP is increasingly threatened by a shortage of qualified expertise and the 

gradual loss of institutional knowledge. The Vancouver Call for Action highlights that 

insufficient investment in research, education, training, and infrastructure has contributed to 

declining student interest in the field, creating a growing gap in the expertise needed to 

address current and future challenges (Rühm et al. 2023). This concern is reinforced by 

evidence that falling enrollment numbers, limited funding for training programs, and the 

retirement of experienced practitioners have collectively driven a significant reduction in the 

radiation protection workforce (Brady et al. 2025; NCRP, 2013). Together, these trends 

underline the urgent need for proactive succession planning, the establishment of dedicated 

training pathways, and the development of sustainable funding mechanisms to ensure that 

expertise is maintained, and institutional knowledge preserved across Europe and beyond.  

2. Structural Instability and Misaligned Responsibilities  

The sustainability of effective KM systems is threatened by a combination of funding instability 

and organizational fragmentation. Project-based, unpredictable funding forces researchers to 

deprioritize KM development in favour of generating new knowledge outputs to secure future 

grants. This results in poorly designed and low-adoption KM systems. Responsibilities for RP 

are different across Member States and the knowledge base is distributed across institutions 

(such as authorities, research institutes and universities), making a comprehensive, long-term, 

and sustained KM strategy difficult to implement and maintain.  

3. Knowledge Loss and Erosion of Expertise  

KM is threatened by a rapid erosion of unique expertise and the failure to replenish it. This is 

caused by an imminent knowledge drain from retiring experts (including the loss of 

uncaptured tacit 'know-how'). In some cases this leads to closure of labs or institutes.  This is 

currently not being offset by a new generation of talent due to non-sustainable career and 

E&T resources. In addition, public mistrust stemming from misconceptions about the field 
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impedes knowledge uptake and reduces vital external support, collectively undermining the 

development and efficacy of a comprehensive KM system. 

4. Technological Evolution, Regulation and Artificial Intelligence Misuse  

Another significant challenge arises from the rapid advancement of both digital and IT 

technologies. The swift developments in fields such as radiation monitoring, particularly data 

acquisition and processing, simulation of radiation interactions with biota, and the 

quantification or better characterization of radiation effects present a continual risk that the 

body of knowledge, and the regulations derived from it, may quickly become outdated unless 

they are consistently maintained and revised.  

At the same time, security and confidentiality constraints—particularly relevant in sensitive 

radiological contexts—can limit the sharing of important knowledge across institutions or 

borders. Artificial intelligence (AI) can become a fundamental ”partner”, but overreliance on 

AI for KM without proper validation and quality control, risks misinformation or poor decision-

making.   

5. Inadequate Documentation Practices and Administrative Barriers  

The problem of data fragmentation and storage silos further complicates knowledge 

management, especially given the multidisciplinary and international nature of radiological 

protection. Disparate systems, incompatible formats, and lack of centralized, interoperable 

repositories make it difficult to access or consolidate critical information. This is exacerbated 

by inadequate documentation practices, where organizations fail to systematically record 

lessons learned, design rationales, or procedural details, increasing the risk of repeating 

mistakes or losing vital operational insights over time.   

Bureaucracy slows collaboration, data sharing, and application of results, hindering KM. New 

regulations and standards can impact how knowledge is managed, stored and used, 

potentially requiring costly changes to systems and processes and creating a compliance 

burden. Additionally, the lack of investment in knowledge management systems reflects 

broader organizational or governmental priorities that may undervalue long-term knowledge 

preservation. This often ties into cultural resistance within institutions, where employees may 
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not perceive immediate value in documentation or knowledge-sharing initiatives, leading to 

low engagement and participation.  

 

6. Risk of Loss of Data  

Technological obsolescence poses a risk when outdated systems or isolated databases lead to 

the permanent loss of valuable historical data or hinder current knowledge accessibility. New 

platforms or tools could make a KM system obsolete or incompatible; rapid technological 

changes can make it difficult to keep the system updated requiring new investments and 

making past investments obsolete.  

7. Data Security and Privacy  

Disasters or unforeseen events, such as cyberattacks, natural disasters, or sociopolitical 

instability, can directly threaten knowledge repositories and disrupt access to essential 

radiological information undermining the preservation and transfer of critical knowledge in 

this field. The risk of data breaches and the need to comply with new privacy regulations can 

threaten the accessibility and security of the PIANOFORTE knowledge base. Effective 

management of knowledge in radiological protection is essential for ensuring safety, 

regulatory compliance, and the long-term sustainability of radiation-related practices. Also 

here, AI can be of paramount importance, but training programs need to be addressed by 

adequate human involvement and financial resources.  

 

  



 
 
 

 
page 21 of 26 

 

Deliverable D6.8 

3   Conclusions and strategic outlook   

  
Knowledge Management (KM) is a cornerstone of sustainable and effective radiation 

protection research. Within the PIANOFORTE framework, KM represents a structured and 

strategic approach to acquiring, organizing, disseminating, and preserving knowledge to 

enhance innovation, operational efficiency, and informed decision-making across Europe. 

PIANOFORTE's strengths in relation to KM lie in broad collaboration across Member States, 

shared infrastructures, and robust education and training (E&T) initiatives. These enable the 

integration of diverse expertise and contribute to a cohesive European vision for KM in 

radiation protection. However, the study also identifies critical vulnerabilities, including 

cultural and operational fragmentation, limited data sharing, and the imminent loss of expert 

knowledge due to generational change and unstable funding structures. The analysis points 

out the future role for PIANOFORTE as the authoritative and multidisciplinary European hub 

for radiation protection knowledge.  

  

Strengths (internal)  Weaknesses (internal)  

1. Collaboration and Integration  

2. Research Capacity  

3. Availability of Infrastructures  

4. Shared Approach to E&T   

5. Comprehensiveness  

6. Direct Contact with Policymakers   

7. Stakeholders Trust  

8. Knowledge Diversity and Innovation 

Through Interdisciplinarity  

9. Societal Benefits, Relevance, and 

Transparency  

1. Limited Use and Sharing of Research 

Data  

2. Fragmentation and Low Prioritization 

of Knowledge Management  

3. Cultural and Attitudinal Barriers  

4. Engagement of Early Career 

Scientists  

5. Operational and Systemic 

Vulnerability  

Opportunities (external)  Threats (external)  
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1. Expanding Scope Through Emerging 

Nuclear and Medical Technologies  

2. Digital Transformation and Advanced 

Decision Support  

3. Policy Alignment and External Drivers 

for Data Sharing  

4. Broad Stakeholder Engagement  

5. Synergies with Other European 

Projects  

6. Anticipating Legislative Developments  

7. Contribution to Global Policy Agendas  

8. Societal Benefits, Relevance, and 

Transparency  

1. Shortage of Qualified Expertise and 

Institutional Knowledge Loss   

2. Structural Instability and Misaligned 

Responsibilities  

3. Knowledge Loss and Erosion of 

Expertise  

4. Technological Evolution, Regulation 

and Artificial Intelligence Misuse  

5. Inadequate Documentation Practices 

and Administrative Barriers 

6. Risk of Loss of Data  

7.  Data Security and Privacy  

  

  

Addressing the challenges identified in this analysis requires a strategic, proactive, and 

sustainable KM framework to consolidate a continuous leadership role. Two priority areas 

should guide this strategy:  

  

1. Safeguarding Knowledge for the Future: Preserving and Transferring Expertise  

Decisive action is required to prevent the erosion of institutional memory and specialized 

knowledge.  

• Intergenerational learning should be actively promoted through structured succession 

planning, dedicated E&T programs, and formal mechanisms for capturing the tacit 

knowledge of retiring experts.   

• Sustainable, long-term funding mechanisms must be established to maintain KM 

infrastructure beyond project cycles.  The large number of ongoing projects within 

PIANOFORTE makes this particularly important.  
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• Data sharing should become an embedded practice across institutions—supported by 

mandatory deposition policies, streamlined curation systems, and recognition of KM 

contributions equivalent to scientific outputs.  

• Resilience planning must address potential disruptions, such as technological 

obsolescence, cyber threats, or natural disasters, ensuring the long-term protection 

and accessibility of critical data and documentation.  

  

2. Building a Connected and Open Knowledge Ecosystem: Organizing, Disseminating, and 

Using Knowledge  

• To overcome fragmentation and maximize the impact of research, it is necessary to 

strengthen interoperability between knowledge repositories, harmonize 

documentation practices, and foster a culture of transparency and collaboration. A 

special focus should be on facilitating knowledge mobilization for different end-users, 

depending on their expertise and role (e.g. researchers, policy makers, civil society).  

• Alignment with Open Science and FAIR data principles should be used as a catalyst to 

promote standardized and responsible data stewardship. The integration of artificial 

intelligence (AI) and advanced digital tools can accelerate knowledge curation, 

facilitate real-time analytics for regulators and policymakers, and enhance the 

efficiency of evidence-based decision-making while maintaining strict quality 

assurance and ethical oversight.  

• Linking KM outcomes to the United Nations Sustainable Development Goals (SDGs) 

will demonstrate the wider societal relevance of radiation protection.  

• Expanding outreach to sectors such as medicine, industry, and environmental safety 

will strengthen the visibility and impact of the Partnership’s outputs beyond the 

research community.  

  

Towards a Sustainable Knowledge Culture  

A long-term commitment to KM must extend beyond technical systems—it requires 

cultivating a culture that values documentation, transparency, and intergenerational 

exchange as integral to scientific excellence. Institutions and governments alike must 

recognize KM as a strategic investment, not a secondary task.  
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In conclusion, by embedding KM as a core, non-negotiable pillar of its structure, the 

Partnership can secure the continuity of the expertise, reinforcing Europe’s scientific and 

policy leadership, and ensure that radiation protection research remains adaptive, resilient, 

and innovative. Through this assertive approach, anchored in collaboration, openness, and 

sustainability, PIANOFORTE will not only preserve the legacy of past expertise but also 

empower future generations to advance radiation protection in a rapidly evolving 

technological and societal landscape.  
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